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SO THONG TIN VA TRUYEN THONG Doc 1ap - Tw do - Hanh phic
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VIV tang cuong cong tac dam bao
an toan, an ninh mang trong dip Tét
Duong lich 2025, Tét Nguyén dan At
Ty va L& ky niém 95 nam thanh lap
Dang Cong san Viét Nam
Kinh guri:
- Véan phong: Tinh uy, Poan PBQH&HDND, UBND tinh;
- C4c s0, ban nganh; Hoi, doan thé tinh;
- Céc co quan Trung wong trén dia ban tinh;
- Céc don vi su nghié¢p truc thuoc UBND tinh;
- UBND céc huyén, thi xa, thanh phé;
- Phong An ninh mang va phong, chong tdi pham st dung
cong ngh¢ cao - Cong an tinh;

- UBND cac xa, phuong, thi tran;
- Viettel Quang Ngai; Vién thong Quang Ngji.

Thyc hién Chi thi s6 14/CT-UBND cua UBND tinh Quang Ngai ngay
27/12/2024 vé viéc ting cuong cac bién phap bao dam don Tét Nguyén dan At
Ty nim 2025 vui twoi, lanh manh, an toan va tiét kiém; Cong van so
5644/BTTTT-CATTT ngay 29/12/2024 cua B Thong tin va Truyén thong vé
viéc Tang cuong cong tac bao dam an toan thong tin mang hudéng téi dip Tét
Duong lich 2025, Tét Nguyén dan At Ty va L& ky niém 95 nam thanh lap Pang
Cong san Viét Nam; dé ting cudng cong tac bao dam an toan, an ninh thong tin
mang trén dia ban tinh Quang Ngai trong dip Tét Duong lich 2025, Tét Nguyén
dan At Ty va L& ky niém 95 nam thanh 1ap Pang Cong san Viét Nam, S& Thong
tin va Truyén théng dé nghi cac co quan, don vi, dia phuong quan tam chi dao
trién khai thuc hién mot sé ndi dung, sau:

1. Ting cwong trién khai hoat dong bao dam an toan thong tin mang

- Ra soat cac hé thdng théng tin, bao dam cac hé théng thong tin dugc trién
khai ddy du cac bién phép bao vé theo cip do an toan; Thuc hién ra soét cac
chinh sach an ninh d6i véi hé thong tuong lira, hé thong phét hién xam nhap, hé
théng phong chéng ma doc; cap nhat hé diéu hanh may chu, ung dung, dich vy
va céc hé théng cong nghé thong tin khéc.

- Phan c¢bng luc lugng tai chd trién khai truc giam sat 24/7; cha dong theo
doi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chéng ma doc tap trung dam bao xu ly, khac phuc kip thoi tan
cdng mang, canh bao ma doc dugc Xac minh.

- Chu dong thuc hién kiém tra, danh gia, phat hién va khac phuc 16 hong
bao mat; san lung mdi nguy hai va boc g& phan mém doc hai cho toan bo may
cha, may tram trong hé thdng thdng tin; sa soat, cap nhat day du cac ban va 15
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hong bao mat cho hé thong thang tin, thuc hién theo ddi, xit 1y cac van ban canh
bao an toan thong tin mang hang tuan, hang thang do Bo Thong tin va Truyen
thong (Cuc An toan thong tin) cong bot

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bd may chu,
may tram trong hé thong mang; trong do6, can wu tién cac hé thong tin c6 dia chi
IP nam trong Danh séch IP mang Botnet dugc Cuc An toan thdng tin canh béo
hang thang hoic dot xuat.

- Str dung va khai théc hiéu qua Nén tang Dicu phdi xur 1y sy cd an toan
théng tin mang quoc gia (IRLab).

- T6 chtic tuyén truyén, nang cao nhan thic co ban ky ning vé an toan
thong tin mang, canh giac vé théng tin xau doc, tin gia va théng tin lira dao trén
khong gian mang cho can bg, cong chuc, vién chic va nguoi lao dong thuoc don
vi, dia phuong.

2. Chi dao, quan tri¢t cong chtrc, vién chirc, nguoi lao dong thuong xuyén
thay d6i mat khau tai khoan thu dién tir cong vy, dam bao mat khau du manh
(dam bdo mdt khau cé it nhat 8 ky tw va bao gom:chit hoa, chiv thwong, ky tu
ddc biét va chir s6); tuyét doi khong st dung thu cong vu cia tinh dé dang ky
vao cac mang xa hoi, dién dan va cic trang thong tin cong cong khac.

3. Thanh vién Doi tng ctru su ¢b an toan thong tin mang tinh Quang Ngai
(theo Quyét dinh sé 418/0D-UBND ngay 02/4/2024 ciia Chui tich UBND tinh)
chu dong ra soat, theo ddi hé théng mang ctia co quan, don vi minh va kip thoi
ho trg cong tac dam bao an toan thdng tin cho cac co quan nha nudc trén dia ban
tinh khi can thiét va c6 yéu cu ctia co quan thuong truc Doi ing ctru.

4. Giam ddc Trung tdm Chuyén d6i s6 thudc S¢ Thong tin va Truyén théng
c6 trach nhiém ting cudng cong tac quan tri, van hanh cac hé théng thong tin
dung chung cua tinh tai Trung tam dit li¢u tinh va phan cong can bd ky thuat
true, quan tri h¢ thong dam béo 24/7 dé kip thoi phoi hop va xir 1y cac sy ¢6 lién
quan; thuc hién ke hoach tmg pho su ¢b an toan thong tin mang, phuong an Umg

ctru khi c6 sy ¢b xdy ra trén dia ban tinh. Bao dam duy tri két ndi lién tuc cac hé
théng thong tin tai Trung tdm dit liéu tinh t6i hé thong k¥ thuat cua Trung tim
Giam sat an toan khong gian mang quoc gia dé dugc hd tro giam sat, phat hién
va canh bdo sém, xtr ly; kip thoi chia sé thong tin voi Cuc An toan thong tin, B
Thong tin va Truyén thong khi phat hién du hiéu tdn cong mang vao hé thong
thong tin.

5. Viettel Quang Ngai don vi cung cap dich vy Giam sat an toan thong tin
mang tap trung (SOC) tinh Quang Ngai tlep tuc ciing ¢b va uu tién nguodn luc
cho nhiém vu giam sat va bao vé cac Hé thong thong tin cip do 3 trén dia ban
tinh.

! Tai van ban canh bio cac 156 hong nghiém trong (gui kém theo) va tai dia chi
https://khonggianmang.vn/canhbaoattt/, Nén tang Dleu phéi xtr 1y su ¢b an toan thong tin mang quéc gia
(IRlab.vn) va tir c4c co quan, t6 chirc lién quan cung cAp.
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6. Vién thong Quéing Ngiéi (VNPT) trién khai cac giai phap ky thuat ra
quét, canh béo, xir Iy ma doc ddi véi cac dit liéu va wu tién ngudn luc dé dam
bao an toan théng tin dbi voi cac hé thong: Quan 1y va diéu hanh dung chung
trong cic co quan nha nude tinh Quang Ngii; Hé thong thong tin giai quyét thu
tuc hanh chinh tinh Quang Ngii; Hé thong Cong thong tin dién tir tinh Quang
Ngai; Hé théng thong tin bao céo tinh Quang Ngii; Quan 1y céng churc, vién
chire va cac hé thong thong tin ciia tinh do don vi cung cap dich vu CNTT. Yéu
cau dinh ky (06 thang, 1 nam) hodc khi co6 tinh huéng mét an toan thong tin, an
ninh mang trén cac hé thong thong tin, kip thoi bao cao UBND tinh Quang Ngii
(qua Cong an tinh hodc S¢ Thong tin va Truyén thong) dé theo ddi, chi dao.

7. Khi xay ra su ch Vé an toan, an ninh thong tin mang cac don vi, dia
phuong can phai bao ngay vé So Thong tin va Truyén thong dé hd tro, phdi hop
xtr 1y va tong hop, bao cao UBND tinh, Bo Thong tin va Truyén thong.

Trong triweong hop cin hé tro xiv Iy, teng civu va khic phuc sw cé dé nghi
lién hé cac dau moi ky thudt sau:

* Cuc An toan thong tin - Bé Thong tin va Truyén théng:

- Phc‘)ng An toan hé théng thong tin, sb dién thoai truc duodng day néng hd
trg tong thé cac gidi phdp an toan thong tin 0888.133.359, thu dién tu:
athttt@mic.gov.vn.

- Trung tim Ung ctu khan cédp khong gian mang Viét Nam
(VNCERT/CC), di,én thoai 024.3640.4421 hoac so di¢én thoai truc duong day
nong ung ctru su ¢ 086.9100.317, thu dién tu: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang quéc gia (NCSC), dién
thoai: 02432091616 hoac s6 dién thoai truc duong day nong ho trg giam sat,
canh bao sém 0389942878, thu dién tu: ais@mic.gov.vn.

* S Théng tin va Truyén théng tinh Quding Ngai:

- Ong Nguyén Vian Nam, Phé Truéng Phong Buu chinh - Vién théng va
Cong ngé thong tin; Dién thoai: 0906.546.968

- Ba Pham Thi Ngoc Yén, Pho Giam dbc Trung tim Chuyén doi s6; Pién
thoai: 0906.835.511

- Ong Nguyén Cong Nguyén, Chuyén vién Phong Buu chinh - Vién thong
va Cong nghé thong tin; Dién thoai: 0914.559.068

pé nghi cdc co quan, don vi, dia phuong quan tam trién khai thuc hién./.

Noi nhan:

- Nhu trén;

- UBND tinh (b&o céo);

- Cuc An toan thong tin;

-S6 TT&TT: Gb, cac PGD, TTBCXB, Ttra, VP;
- Trung tdm CBS;

-Luu: VT, BCVT&CNTT.

Tran Thanh Truong
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