UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAODUC VAPAOTAO Doc 1ip — Tw do— Hanh phiic
S6:1164 /TB-SGDDT Qudng Ngdi, ngay /2 thang 12 ndam 2024
THONG BAO

Tinh hinh gidm sat an toan théng tin mang tap trung
cua tinh trong thang 11/2024

Theo d& nghi ciia S& Thong tin va Truyén thong tai Cong vin sd
2908/STTTT-BCVT&CNTT ngay 05/12/2024 vé tinh hinh giam sat an toan
thong tin mang tap trung cua tinh trong thang 11/2024; So Giao duc va Pao tao
thong bao dén cac don vi, co sé gido duc vé tinh hinh an toan thdng tin mang tap
trung cta tinh thang 11/2024 dé cac don vi trién khai, kiém tra, ra soat, phat hién
va xu ly kip thoi. Trong do:

1. Trién khai, thyc hién Cong van s6 2908/STTTT-BCVT&CNTT ngay
05/12/2024 vé tinh hinh an toan théng tin mang tap trung cua tinh thang 11/2024
(dinh kem).

2. Tur ngay 01/11/2024 dén ngay 30/11/2024 ¢ 180 may tram Co quan s¢
va don vi truc thudc S Gido duc va Pao tao co két ndi tap trung, c6 536 file
nghi ngo ma dpc da dwoe xir Iy. Trong d6, top 20 ma doc 1ay nhiém nhiéu nhét:

1. Susp.Behavior Trojan

. W32.Common.891E3651 Trojan

. W32.Common.CC24A4EE Trojan
. W32.FakeDocVDb.Worm Worm

. X97M.Kangatang.Macro Macro

. W97M.Foz Trojan

. W32.Tmgrtext.PE Virus

. X97M.Laroux Trojan

. W32.Common.BA2425A9 Trojan
10. X97M.Kagatang Trojan

11. W32.BrowserSpy.9¢3167e5 Adware
12. W32.XFileUSB.Worm Worm

13. W32.WatermarkHQc.PE Virus
14. W32.Common.BDDFEZ2ES8 Virus
15. W32.Common.F0263A4E Virus
16. W32.GraPhijaAP.Trojan Trojan
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17. W32.BrowserSpy.946d97fd Adware
18. X97M.NEGS2.Macro Macro

19. W32.BeeyWcsjvulX.Trojan Trojan
20. W32.Common.E4227267 Trojan

Hién tai, mot sb may da duoc cai dat phﬁn mém phong chéng ma doc tap
trung BKAV Endpoint Al mat két noi, d€ nghi cac don vi ki€m tra va thuc hién

két ndi lai, duy tri két ndi.

Yéu cau Lanh dao cac don vi quan tim chi dao, thuc hién./.

Noi nhin:

- Bon vi truc thude S6 GDDT;

- Lanh dao So GDDT;
- Céac phong thudc S¢ GDDT;
- Luu: VT, VP.
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