_ UBNDTINHQUANG NGAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Twdo - Hanh phiic

Sb: 2802/STTTT-BCVT&CNTT Quang Ngai, ngay 25 thang 11 nam 2024

VIV canh bao chién dich tdn cong c6
chu dich cia nhom APT Earth Estries

Kinh gui:
- Van phong: Tinh ty, Poan PBQH&HDND, UBND tinh;
- Céc s0, ban, nganh; Hoi, doan thé tinh;
- UBND céc huyén, thi x4, thanh phé;
- Bao Quang Ngii, Pai Phat thanh va Truyén hinh tinh;
- Phong An ninh mang va phong, chong toi pham sir dung
cong ngh¢ cao - Cong an tinh;
- UBND cac xa, phuong, thi tran.

Theo canh bao ctia Cuc An toan thong tin tai Cong vin sd 2448/CATTT-
NCSC ngay 22/11/2024 vé viéc Canh bao chién dich tin cong cé chu dich cua
nhém APT Earth Estries, S& Thong tin va Truyén thong dé nghi 1anh dao céc co
quan, don vi chi dao thuc hién mot sb bién phap sau dé han ché céc rui ro vé
nguy co mat an toan thong tin, cu thé:

1. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha ning bi anh
hudng boi chién dich tin cong APT Earth Estries. Chii dong theo ddi cac thong
tin lién quan dén dén chién dich nham thyc hién ngin chin nham tranh nguy co
bi tan cong.

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co
ddu hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo doi kénh
canh bao ctia cac co quan chirc ning va cac to chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co.

3. Guri bao céo két qua ra soat hé thong vé So Thong tin va Truyén thong
chim nhat truéc ngay 02/12/2024 dé tong hop bao cdo Cuc An toan thong tin.
Khi phat hién cac hé thong c6 biéu hi¢n bi khai thac, tan cong mang, trién khai
ngay cac bién phap xur Iy ngan chan tan cong trén hé thong va thong bao vé Poi
mg clru su ¢ an toan thong tin mang tinh Quang Ngai dé co cac bién phap hd
trg, xu 1y kip tho.

(Giri kém Phu luc théng tin vé Chién dich tan cong APT Earth Estries)
Dé nghi 1anh dao cac co quan, don vi quan tdm chi dao thuc hién./.

Noi nhn: KT, GIAM POC
- Nhu trén;
- UBND tinh (béo céo);
- Cuc An toan thong tin (bdo cao);
- Phong VH&TT céc huyén, thi x4, thanh phd;
- Thanh vién D6i ung clru su cd ATTT mang tinh;
- Sé TT&TT: Lanh dao S¢,
cac phong chuyén mén, TT CBS;
- Luu: VT, BCVT&CNTT.

Nguyén Quéc Huy Hoang
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PHU LUC

1. Thong tin chi tiét vé chién dich tin cong ciia nhém APT “Mustang
Panda”

Trung tm Gidm sat an toan khong glan mang quoc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan chién dich tan cong co chu dich cua nhom APT
Earth Estries. Nhom Earth Estries thuc hién céc chién dich tin cong tinh vi bang
cach khai thac 16 hong trén cac hé thong nhu Microsoft Exchange va cong cu
quan 1y adapter mang. Nhom str dung cdc ma doc nhu Cobalt Strike, Crowdoor,
Zingdoor, va SnappyBee dé 1y lan, duy tri két ndi, thu thap dit liéu va che gidu
luu luvong mang thong qua proxy nodi bo, déng thot lién tuc cap nhat cong cu dé
né tranh phat hi¢n. Cac dit liéu danh cdp dugc trich xuét téi cac dich vu chia sé
file 4n danh hodc may chu C&C.

Ngoai cac ma doc ké trén, hé théng muc tiéu con chtra ma doc Cryptmerlin
cO chuc nang thyc thi Iénh g té1 tor may chu C&C va FuxosDoor ma dgc cai

vao IIS trén may chu Exchange, thuc thi Iénh st dung cmd.exe.

Cac don vi

co thé tai xuong

https://alert.khonggianmang.vn/

cac ma 10C tqi:

Mot s6 IoC lién quan dén cac tan cong gan day:
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2. Tai liéu tham khio
https://www.trendmicro.com/en us/research/24/k/breaking-down-earth-

estries-persistent-ttps-in-prolonged-cyber-o0.html
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