UBND TINH QUANG NGAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poclap - Twdo - Hanh phiic

Sb: 1881 /STTTT-BCVT&CNTT Qudng Ngai, ngay 2/ thang 8 nam 2024
VIV canh bao 15 hong an toan thong
tin anh hudéng cao va nghiém trong

trong cac san pham Microsoft cong
bo thang 8/2024

Kinh gtr:
- Véan phong: Tinh uy, Poan PBQH&HDND, UBND tinh;
- Céc sd, ban, nganh; Hoi, doan thé tinh;
- UBND cac huyén, thi xa, thanh phé;
- Bao Quang Ngii, Pai Phat thanh va Truyén hinh tinh;
- Phong An ninh mang va phong, chéng toi pham sir dung
cong ngh¢ cao - Cong an tinh;
- UBND cac xa, phuong, thi tran.

Theo canh bao cia Cuc An toan thong tin tai Cong van s6 1667/CATTT-
NCSC ngay 19/8/2024 vé 15 hong an toan thong tin anh hudng cao va nghiém
trong trong cac san pham Microsoft cong bd thang 8/2024, So Thong tin va
Truyén thong dé nghi lanh dao cic co quan, don vi chi dao thuc hién mot s6
bién phap sau dé han ché céc rui ro vé nguy co mat an toan thong tin, cu thé:

1. Kiém tra, ra soat may chu, may tram c6 st dung hé diéu hanh Windows
dé phat hién va xur 1y kip thoi cac may chii ¢ kha nang bi anh hudng béi cac 16
hong bao mat sau:

(1) L hong an toan théng tin CVE-2024-38063 trong Windows TCP/IP
cho phép ddi tuong tan cong thuc thi ma tir xa.

(2) L6 hong an toan thong tin CVE-2024-38199 trong Windows Line
Printer Daemon (LPD) Service cho phép ddi tuong tan cong thuc thi mi tir xa.
Thong tin chi tiét vé 16 hong da dugc cong bd cong khai.

(3) LS héng an toan thong tin CVE-2024-38189 trong Microsoft Project
cho phép d6i tuong tin cong thyuc thi mi tir xa. Ld hong hién dang bi khai thac
trong thyc té.

(4) 02 15 hong an toan thong tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép doi tugng tan cong thue thi ma tir xa.

(5) Ld hong an toan thong tin CVE-2024-38193 trong Windows Ancillary
Function Driver for WinSock cho phép dbi twong tan cong thuc hién leo thang dic
quyén. Ld héng hién dang bi khai thac trong thyc té.

(6) L3 hong an toan théng tin CVE-2024-38107 trong Windows Power
Dependency Coordinator cho phép dbi tuong tin cong thuc hién leo thang dic
quyén. L3 hong hién dang bj khai thac trong thuc té.
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_ (Tham khao thong tin 16 héng va cdch khdc phuc tai Phu luc Thong tin vé
[6 hong bao mdt kem theo Cong van nay)

2. Khi phat hién cac hé thdng co biéu hién bi khai thac, tin cong mang,
trién khai ngay cac bién phap xur ly ngan chan tan cong trén hé théng va thong

bao vé Doi ung clru sy ¢o an toan thong tin mang tinh Quang Ngai dé co cac
bién phép hd tro, xir Iy kip thoi.

pé nghi 1anh dao cac co quan, don vi quan tam chi dao thyc hién./.
Noi nhn: KT. GIAM POC
- Nhu trén; S , -
- Cuc An toan thong tin (bdo cdo); )
- Phong VH&TT cac huyén, thi xa, thanh pho;
- Thanh vién Ddi ung ctru sy c6 ATTT mang tinh;
-S6 TT&TT: Lanh dao S¢,

cac phong chuyén mén, TT CNTT&TT,;
- Luu: VT, BCVT&CNTT.

Nguyén Quéc Huy Hoang
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PHU LUC

THONG TIN VE CAC LO HONG AN TOAN THONG TIN

TRONG SAN PHAM MICROSOFT

(Kém theo Céng van sé

[STTTT-BCVT&CNTT

ngay

1. Théng tin cac 16 hdng an toan thdng tin

182024 ciia S¢ Théng tin va Truyén théng)

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém
trong)
- M6 ta: L& hd t
. o - o ong ror,lg https://msrc.microsoft.
Windows TCP/IP cho phep com/undate
1 | CVE-2024-38063 | ddi twong tan cong thyc thi ma P

tur xa.

- Anh hudng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

guide/vulnerability/C
VE-2024-38063

CVE-2024-38199

- Piém CVSS: 9.8 (Cao)

- M6 ta: L& hong trong
Windows Line Printer
Daemon (LPD) Service cho
phép ddi tuong tin cong thuc
thi ma tir xa. Thong tin chi tiét
vé 16 hong di dugc cong bd
cong khai.

- Anh huéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38199

CVE-2024-38189

- Piém CVSS: 8.8 (Cao)

- Mo ta: L& hong trong
Microsoft Project cho phép dbi
tugng tan cong thuc thi ma tir

xa. L6 hong hién dang bi khai

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38189
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thac trong thuc té.

- Anh huoéng: Microsoft
Project 2016, Microsoft Office
2019, Microsoft 365 Apps for
Enterprise, Microsoft Office
LTSC 2021.

CVE-2024-38218
CVE-2024-38219

- Piém CVSS: 8.4 (Cao)

- M6 ta: L& hong trong
Microsoft Edge cho phép ddi
tuong tan cong thyuc thi ma tir
Xa.

- Anh hudng: Microsoft Edge
(Chromium-based).

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38218

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38219

CVE-2024-38193

- Piém CVSS: 7.8 (Cao)

- M6 ta: LO hong trong
Windows Ancillary Function
Driver for WinSock cho phép
ddi tuong tan cong thuc hién
leo thang dic quyén. L& hong
hién dang bi khai thac trong
thuc té.

- Anh huéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38193

CVE-2024-38107

- Piém CVSS: 7.8 (Cao)

- Mo ta: L& hong trong
Windows Power Dependency
Coordinator cho phép ddi
tuong tAn cong thuc hién leo

thang dic quyén. LS hong hién

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38107
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dang bi khai thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

CVE-2024-38170
CVE-2024-38172

- biém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Microsoft Excel cho phép ddi
tuong tin cong thuc thi ma tir
Xa.

- Anh huodng: Microsoft 365

Apps for Enterprise, Microsoft
Office LTSC for Mac 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38170

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38172

CVE-2024-38171

- Piém CVSS: 7.8 (Cao)

- Mo ta: LS hong trong
Microsoft PowerPoint cho
phép ddi twong tin cong thuc

thi ma tur xa.

- Anh huong: Microsoft
PowerPoint 2016, Microsoft
Office 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38171

CVE-2024-38178

- Piém CVSS: 7.5 (Cao)

- M6 ta: L& hong trong
Scripting Engine cho phép ddi
tuong tin cong thyc thi ma tir
xa. Lo hong hién dang bi khai
thac trong thuc té.

- Anh huoéng: Windows 10,
Windows 11, Windows Server

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38178
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STT CVE Mo ta Link tham khao
2012, 2016, 2019, 2022.
- Piém CVSS: 7.3 (Cao)
- Mb ta: L& hong trong
Windows Update Stack cho
phép ddi twong tdn coéng thuc | https://msrc.microsoft.
hién leo th d3 én. | com/update-

10 | CVE-2024-38202 | o '°0 TINS 8 AUYER b

Thong tin chi tiét vé 16 hong
d3 dugc cong bd cong khai.
- Anh huéng: Windows 10,

Windows 11, Windows Server
2016, 2019, 2022.

guide/vulnerability/C
VE-2024-38202

11

CVE-2024-38106

- Piém CVSS: 7.0 (Cao)

- Mo ta: L& hong trong
Windows Kernel cho phép déi
tuong tan cong thuc hién leo
thang dic quyén. LS hong hién
dang bi khai thac trong thuc té.
- Anh huoéng: Windows 10,

Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38106

12

CVE-2024-21302

- Piém CVSS: 6.7 (Cao)

- Mo ta: LO hong trong
Windows Secure Kernel Mode
cho phép d6i tuwong tan cong
thuc hién leo thang dic quyén.
Thong tin chi tiét vé 186 hong
da duoc cong bd cong khai.

- Anh huong: Windows 10,

Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-21302
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CVE-2024-38173

- biém CVSS: 6.7 (Cao)

- M6 ta: L& hong trong
Microsoft Outlook cho phép
d6i twong tin cong thuc thi ma
tur xa.

- Anh huong: Microsoft
Outlook 2016, Microsoft
Office 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38173

14

CVE-2024-38200

- Piém CVSS: 6.5 (Cao)

- M6 ta: L& hong trong
Microsoft Office cho phép dbi
tuong tin coéng thuc hién tan
cong gid mao (spoofing).
Thong tin chi tiét vé 16 hong
da dugc cong bd cong khai.

- Anh huong: Microsoft
Office 2016, 2019, Microsoft

365 Apps for Enterprise,
Microsoft Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38200

15

CVE-2024-38213

- Piém CVSS: 6.5 (Cao)

- Mo ta: L& hong trong
Windows Mark of the Web
Security cho phép d6i tuong
tan cong vuot qua co ché bao
vé. L6 hong hién dang bi khai
thac trong thuc té.

- Anh huoéng: Windows 10,
Windows 11, Windows Server

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38213
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Link tham khao

2012, 2016, 2019, 2022.

2. Hwéng din khic phuc

Bién phap tot nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan
thong tin noi trén theo hudng dan ctia hang. Quy don vi tham khao cac ban cap
nhat phu hop cho cac san pham dang sir dung tai link ngudn tham khao tai muc
1 cta Phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-auqust-2024-

security-update-review



https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-security-update-review
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